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Section 1 Introduction 

Achieve 100% Patch Management and Software Distribution Success 

1E WakeUp  powers up PCs using Wake -On-LAN technology, it integrates this ability seamlessly 

into Microsoftôs System Center Configuration Manager 2007 (ConfigMgr) or  Systems 

Management Server (SMS).  Administrators using this combination of 1E WakeUp  and ConfigMgr 

2007 or SMS 2003 can now ensure that PCs are automatically powered on for software , an d 

critical patch  installation and routine management.  

1E WakeUp  is not only an invaluable tool for critical patch management; it also performs an 

essential function in power management, help ing  to reduce the total power usage of the PC 

population . When you  are using 1E WakeUp  PCs can be powered off when not in use , because 

1E WakeUp  will enable them to be there when needed.  

1.1 What will 1E WakeUp do for me?  
Organisation s have typical management tasks that generally ne ed to be performed across their 

computer network. These tasks include: software installation, upgrades and hot - fixes; data 

backup , system inventory  and critical patch management . 

Performing these tasks during the day would have a negative impact on user pr oductivity and 

network resources  ï particularly for critical patches that require machine reboots . To avoid 

interrupting users, organisation s often prefer to run such tasks out of business hours. This is 

made easier using remote management software. Tradit ionally this requires asking users to 

leave their machines switched on over night. It may also be necessary to have technicians work 

during off -hours to physically visit each machine to turn it on.  

With 1E WakeUp  you can be sure that all PCs targeted by an  advertisement will be powered up 

to receive it. Support personnel will not have to waste time, effort and money to personally visit 

PCs missed from an important software rollout.  In combination with NightWatchman ® , a power 

management utility from 1E, you  can be confident that your network is in the power state you 

define, and not some indeterminate state governed by the age of the PCs and their operating 

systems.  

1.2 What is new in 1E WakeUp 5.5 
1E WakeUp now provides, remote web -based wake up functionality and computer health 

monitoring.  

¶ Computer Health Monitoring  
SMS/ConfigMgr Computer Health monitoring has been extended to report on and 
provide fixes for common client machine problems.   These are accessed through the 
SMS/ConfigMgr console enabling SMS/Conf igMgr administrators to easily identify and fix 
problem machines.  

¶ Intel AMT support  
1E WakeUp now supports wake up on subnets where all machines are shut down, 
providing at least one of the machines has Intel AMT  technology . 

¶ 1E Web WakeUp  
1E WakeUp now com es with a separately installable web application that integrates with 
1E WakeUp and SMS/ConfigMgr to enable users to wake specific machines via a web 

page.  

1E WakeUp existing features 

1E WakeUp  provides the following  features :  

¶ Extensive network wake state reporting  -  1E WakeUp  provides accurate reports on 

the success of SMS/ConfigMgr deployments involving wake up.  It also provides detailed 

information on any failures and the associated reasons.   For more information on 1E 

WakeUp  Computer Health  reports see  The 1E WakeUp  Reporting Guide . 

¶ SMS /ConfigMgr  Computer Health  information gathering  -  1E WakeUp  will report 

on the status and any configuration problems encountered with the local 

SMS/ConfigMgr Client.  1E WakeUp  can also automatically create SMS/ConfigMgr  

Collections containing the problem SMS/ConfigMgr Client machines, enabling quick and 

easy maintenance.   1E WakeUp  also provides automatic fixes for certain Computer 

Health  problems.   For more information on Computer Health  integration with 
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SMS/ConfigMgr see Section 7  -  Computer  Health checks .  For more information on 1E 

WakeUp  Computer Health  reports see The 1E WakeUp  Reporting Guide . 

¶ SMS/ConfigMgr acceleration  -  Policy Refresh  and hardware inventory refresh  -  

1E WakeUp  supports pro -active Policy Refresh  and updates the hardware inventory 

when it detects a change on a subnet.  This enables your SMS /ConfigMgr  infrastructure 

to react quicker and be more up to date in a way that does not impact its efficiency and 

scalability.  

¶ Re - engineered 1E WakeUp  Console  -  The 1E WakeUp  console provides greater 

flexibility and control over 1E WakeUp  functionality.   Its new ergonomic design ensures 

the most commonly configured parameters ar e easily available.  

¶ Shutdown awoken PCs -  In combination with NightWatchman from 1E, 1E WakeUp  is 

now able to shutdown PCs that it has awoken.  This maximises the power savings 

possible whilst still enabling essential patching to take place.   For more deta ils on 

configuring the integration, see The Advanced screen  heading under section heading 

3.4  -  Configuring the 1E WakeUp  Server . 

¶ Last Man Standing  -  1E WakeUp  implements a technique where at least one machine 

on a subnet is guaranteed to be available.  

¶ Radically improve s patch management performance  ï both newly awakened 

machines and machines that are currently awake are prompted to check for pending 

advertisements without delay.   Normally machines will passively wait for their next 

Policy Refresh  cycle before checking for pending advertisements.   1E WakeUp  will 

dramatically increase the reaction to critical patch advertisements.  

¶ Distributed wave of wakeups enable load balancing  ï 1E WakeUp  can stagger the 

software distribution per site.  This dramatically reduces the load on the site servers 

and greatly increases both patch success and efficiency.   

1.3 Who is this guide for? 
This administration  guide  is aimed at SMS/ConfigMgr administrators  who intend to implement 

and control 1E WakeUp  to work across their enterprise.  

1.4 Conventions used in this guide 
This section  shows how to interpret the different styles used in this document to denote various 

types of information.  

Cross References 

Cross references are shown in italics. Cross references may be to diagrams or tables in the 

cur rent document or to other documents. For example, the following paragraph references 

another document in the 1E WakeUp  set:  

Full details on installing 1E WakeUp  are provided  in  The 1E WakeUp  Installation Guide . 

Notes 

Notes are shown in white on a n orange background. For example, the following note provides 

some useful information:  

NOTE: always pay attention to notes.  

Code fragments 

This manual uses Lucida Console  typeface plus a shaded background to denote code fragm ents  

and command - lines . For example, the following shows a 1E WakeUp Server installer command -

line :  

c> msiexec /i wakeupsvr.msi PIDKEY=óABCD- 1234 - 5678 - 8765 - 4321ó SERVERCOMPONENTS=1 

SERVERTYPE=SMS AFREPORTING=ON REPORTINGSERVER=<RepServ> HEALTH=ON /QN 

1.5 Requirements 
The requirements for installing and using 1E WakeUp are provided in The 1E WakeUp 

Installation Guide .   
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Section 2 What is 1E WakeUp? 
1E WakeUp  rapidly and reliably ensures that Microsoft's Systems Management Server ( SMS) or 

Sytems Center Configuration Management ( ConfigMgr )  can distribute software and patch 

updates to your organisation.   1E WakeUp  integrates with SMS 2003 or ConfigMgr  2007 to 

provide administrators with an easy method of ensuring that PCs are fully powe red on whenever 

they are needed.  

All PCs targeted by an advertisement will receive it, as 1E WakeUp  will ensure they are fully 

powered on. Support personnel do not have to take the time to personally visit PCs missed from 

an important rollout. Additionally , total power usage of the PC population will be reduced as the 

PC can be powered off when not in use.  

1E WakeUp  additionally enables software updates to be pushed rapidly to client machines 

regardless of whether they are on or are in the process of being woken up. It makes sure that 

your machines check immediately for any SMS advertisements that are due, thereby 

circumventing the normal polling cycle. 1E WakeUp  is an i nvaluable tool for critical emergency 

patch management.  

2.1 How does 1E WakeUp operate? 
1E WakeUp  uses Wake -On-LAN technology in combination with SMS or ConfigMgr  to wake up 

any appropriately configured machines.  

What is Wake-On-LAN? 

Wake -On-LAN is a technology which allows administrators to remotely power on systems from 

sleep or standby mode. To utilise  Wake -On-LAN technology, it must be support ed by both the 

operating system and the system hardware.  

Wake -On-LAN technology is a result of the Intel - IBM Advanced Manageability Alliance. A Wake -

On-LAN aware ne twork adapter is able to draw power from a special power supply that delivers 

a certain amount of power continually, even when the system is switched off. The network 

adapter continuously monitors the network watching for a specific type of network packet called 

a óMagic Packetô. When it receives that packet it alerts the system to boot into a full power 

state.  

What is a Magic Packet? 

A Magic Packet is a special network packet which contains MAC address information. The 

network card listen s out for a magic packet destined for its MAC address. Once the packet has 

been received the network adapter will send a message to the motherboard to initiate boot up.  

What networks does 1E WakeUp work on? 

There are two main categories of network considered here, bridged a nd routed networks.  

Bridged n etworks  -  A Magic Packet is a standard Ethernet packet and bridges are only aware 

of the destination address. Even if a bridge has deleted the address of the destination system, it 

must forward the frame to all ports. This will  guarantee that the system to which the frame has 

been addressed will receive the packet.  

Routed n etworks  -  If you have a routed network, there are three ways to implement 1E 

WakeUp . This will depend upon the configuration of your network. These mode s will  be 

explained later in the document. They are:  

¶ Server  mode  

¶ Dedicated Agent  mode  

¶ Multi -Agent  mode  
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How does 1E WakeUp use Magic Packets? 

1E WakeUp  uses subnet directed broadcasts to the router to forward to the subnet where the 

target system resides.  For ex ample, a  ConfigMgr Server wants to advertise to a client, the 

server is located on subnet, 192.168.1.0 and the client on 192.168.3.0. These subnets are 

linked by two routers, Router 1 and Router 2.  The target SMS client has an address of 

192.168.3.50.  As a result its subnet broadcast address is 192.168.3.255.  

To reach the client the Magic Packet would have to take the following steps, as shown in Figure 

1:  

1.  The Destination address for the Magic Packet is set to the subnet broadcast address 

for t he target machine: 192.168.3.25 5 

2.  The Magic Packet reaches the local default gateway and is forwarded to Router 2 

based on the network address portion of the Magic Packetôs IP header 

3.  Router 2 realises that the magic packet is a t the right destination network, recognises 

it as a subnet directed broadcast packet and broadcasts it to the subnet . 

4.  The target system recognises the frame as a Magic Packet , matches the 16 -bit MAC 

address,  and instructs the computer to boot.  

Figure 1  -  1E WakeUp  on a routed network  

 

If your network does not support directed subnet broadcasts,  you must install 1E WakeUp  in 

dedicated Agent  mode or in Multi -Agent  mode. The 1E WakeUp  Agent  service is installed on 

your remote subnets.  This service runs on remote subnets and receives instructions from the 1E 

WakeUp Server . 

Note:  You can test whether your network is capable of passing on directed subnet 

broadcasts by using the MagicTst.exe  utility, available for download from the 1E 

webs ite .  This utility sends a single packet to a remote subnet.  A complimentary 

utility called RecvFrom.exe is also available to test if Magic Packets are received by 

the target machine.  
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2.2 SMS/ConfigMgr Integration 
When integrating with SMS/ConfigMgr, the 1E W akeUp  Server needs to be installed on all 

SMS/ConfigMgr Primary Site Servers with clients , as described in the 1E WakeUp  Installation 

Guide .  You may also want to install 1E WakeUp  onto the central site if you intend to wake 

machines directly via that mach ines SMS/ConfigMgr administratorôs console.  1E WakeUp  scans 

the SMS/ConfigMgr database for mandatory advertisements. It will then use system inventory 

information to send out wake -up frames (Magic Packets) in time for the advertisement schedule.  

1E WakeUp  also contains extensions to  the SMS/ConfigMgr Administrator console.  These 

extensions permit the explicit waking up of single machines or whole collections.  

If the network is routed and does not support directed broadcasts the 1E WakeUp  Agent s must 

be in stalled on the remote subnets. This can either be done using dedicated Agent s or Multi -

Agent s.  

1E WakeUp Components 

The main 1E WakeUp components when integrating with SMS/ConfigMgr are: the 1E WakeUp 

Server and 1E WakeUp Agents, the configuration console and the SMS/ConfigMgr administrator 

console extension.  These components are described in more detail below.  

SMS/ConfigMgr administrator console integration 

1E WakeUp provides an extension to the SMS/ConfigMgr Administrator Console.  It allows 

administrato rs to select machines or collections for immediate wake -up.  The use of the console 

extension is detailed in Section 4  Using 1E Wake Up. 

1E WakeUp Server and SMS/ConfigMgr Advertisements 

The 1E WakeUp  Server  is responsible for enumerating SMS/ConfigMgr advertisements on a 

primary site server and for communicating with the 1E WakeUp  Agent .  The 1E WakeUp Server  

also stores basic wake -up success statistics  which can be viewed through the 1E WakeUp  

console -  though it is best to use the more comprehensive 1E WakeUp  reporting  available in the 

NightWatchman Management Center . 

The 1E WakeUp  Server  should be installed onto each SMS/ConfigMgr Site server in the hierarchy 

-  providing the site has clients and those clients are Wake -On-LAN aware.  

When the 1E WakeUp  Server  is initially started the SMS/ConfigMgr database is interrogated and 

a list of subsites which are not primary sites themselves will be created.   When collections are 

enu merated, the only machines that will be awakened are ones which are either local to the 

site, or clients of non -primary sub sites . 
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Once installed, 1E WakeUp  will process SMS/ConfigMgr advertisements as they become 

available.  The 1E WakeUp Server  sends the wake up list to the local or distributed 1E WakeUp  

Agents.  The 1E WakeUp  Agents then send out wakeup packets to all targeted systems, as 

shown in Figure 2.  Single systems or collections of systems can also be tar geted for immediate 

wakeup via the context menus in the SMS/ConfigMgr administrator console.  The configuration 

of the 1E WakeUp  Server  is described in Section 3.4  Configuring the 1E WakeUp  Server . 

Figure 2  -  SMS/ConfigMgr Advertisement prompts 1E WakeUp  to wake machines  
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2.3 Stand-alone Server WakeUps 
Figure 3 shows the 1E WakeUp  Server  telling the local 1E Wak eUp Agent to send out Magic 

Packets in response to a wakeup request.  When integrating with SMS/ConfigMgr the wakeup 
request will be prompted by an advertisement or by the user selecting a specific wakeup from 
the right -click context menu in the SMS/Config Mgr console .  When integrating with 
NightWatchman Management Center the wakeup request is prompted by an on -demand wakeup 
from the console or by an alarm clock or maintenance window for a specific machine.  

As mentioned earlier this configuration requires t hat directed broadcasts are enabled on any 

intervening routers.  

Figure 3  -  The 1E WakeUp  Server  sends out magic packets  

 

1E WakeUp Agent 

The 1E WakeUp  Agent  is required if your network infrastructure does not forward directed 

broa dcasts.   Configuration of the 1E WakeUp  Agent  is described in Section  3.5  Configuring 1E 

WakeUp  Agent s. 

The distributed 1E WakeUp  Agent  runs on remote subnets and receives  instructions from the 1E 

WakeUp Server .  It then sends out Magic Packets to any systems that need waking.  

A local 1E WakeUp  Agent  will also be installed as part of the 1E WakeUp  Server  installation.  In 

Stand -alone Server mode  this local Agent  service is required to send out Magic Packets for the 

entire enterprise.  In either of the Agent modes it is required to send out Magic Packets for the 

local Server subnet . 

The 1E WakeUp  Agent  is a lightweight service wh ich can be installed on a server or workstatio n.  

The Agent  service can be  installed in one of two mode s, dedicated Agent s or Multi -Agent . 

Note: in n ormal usage the 1E WakeUp  Agent  receive s all wakeups destined for its  

subnet and then sends a magic packet  to the broadcast address for that subnet .  It is 

possible to arrange for the 1E WakeUp  Agent  to  send instead to another subnet  

broadcast address of your choosing .  Please contact 1E for more information ï details 

on how to do this are provided in Section 9.1  Contact Details . 
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1E WakeUp Dedicated Agents 

In this mode of use , when integrating with SMS/ConfigMgr  the 1E WakeUp  Server  is installed on 

the SMS/ConfigMgr primary sites.  When integrating with NightWatchman Manage ment Center 

the 1E WakeUp Server is installed on a centrally located Server.  A machine on each remote 

subnet is identified as a  Dedicated  1E WakeUp  Agent .  1E WakeUp   must be configured with the 

name of the SMS/ConfigMgr Primary Site Server.  The 1E WakeU p Server  communicates only 

with this Agent , as shown in Figure 4.   

When integrating with SMS/ConfigMgr the wakeup request will be prompted by an 

advertisement or by the user selecting a specific wakeup from the ri ght -click context menu in 

the SMS/ConfigMgr console.  When integrating with NightWatchman Management Center the 

wakeup request is prompted by an on -demand wakeup from the console or by an alarm clock or 

maintenance window for a specific machine.  

This confi guration requires that the dedicated Agent  machine must remain on at all times in 

order to be able to process server  communications.  For extra resilience, an alternate Agent  

may also be specified.   

Figure 4  -  A network with dedica ted 1E WakeUp  Agent s 
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1E WakeUp Multi-Agent mode 

1E WakeUp  Multi -Agent  mode  is necessary if you want to use the extended reporting, Computer 

Health , Policy Refresh , Automatic Shutdown following wake up  and Last Man Standing  

functionality.  It is also used  if your network does not allow support for directed broadcasts and 

you do not want dedicated machines that are set to be permanently on .   

In Multi -Agent mode you must install the 1E WakeUp  Agent  on all of the machines on the 

remote subnet.  This mode  avo ids the overhead of having to support a dedicated 1E WakeUp  

Agent and is ideal if there are many remote subnets.   

The 1E WakeUp  Server  communicates with the previously discovered , and most recently used , 

Main 1E WakeUp  Agent .  If this Agent  is unavailable , the 1E WakeUp  Server  will attempt to use 

the previously discovered Alternative Agent.  If neither of these is available 1E WakeUp  will 

attempt to locate other Agent s on that subnet  using the process described below.  

1E WakeUp Multi-Agent discovery 

Figure 5 shows the 1E WakeUp  Server  scanning the target subnets for a running 1E WakeUp  

Agent .  By default the scan is biased towards any servers on the subnet, then workstations and 

lowest in the priority are laptop PCs.    

Figure 5  ï The 1E WakeUp  Server  scans for an active Agent  service  
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The 1E WakeUp  Agents respond to the 1E WakeUp  Server  scan by declaring themselves up and 

running and available to distribute any wakeup calls, as shown in Figure 6. 

Figure 6  -  The 1E WakeUp  Agents respond  

 

The first two 1E WakeUp  Agents to respond are stored by the 1E WakeUp  Server  on the 

SMS/ConfigMgr Primary Site Server.  The first Agent is sto red as the Main Agent;  the second 

becomes the Alternative Agent.  

Figure 7  -  The Main and Alternate Agents are set  
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Once the main 1E WakeUp  Agent  has been established, the behaviour is similar to Dedicated 

Agent  mode; the 1E WakeUp  Server  sends a signal to the active Agent  to wakeup the 

appropriate computers on its subnet, as shown in Figure 8. 

When integrating with SMS/ConfigMgr the wakeup request will be prompted by an 

advertisement or by t he user selecting a specific wakeup from the right -click context menu in 

the SMS/ConfigMgr console.  When integrating with NightWatchman Management Center the 

wakeup request is prompted by an on -demand wakeup from the console or by an alarm clock or 

mainte nance window for a specific machine.  

Figure 8  -  The 1E WakeUp  Server  tells the Agent  services to wake up the subnet  

 

1E WakeUp SMS/ConfigMgr Policy Refresh 

Policy Refresh used when integrating with SMS/ConfigMgr is available when using the system in 

Multi -Agent  mode .  What Policy Refresh  does is to prompt the systems that have just been 

awoken to immediately check SMS/ConfigMgr for the presence of new advertisements.  This can 

drastically reduce the time taken for patch implementat ion, allowing more patches to take place 

in a given time period; particularly useful when patching large numbers of systems overnight.   

Machines which are already on will check for a policy update immediately without regard to the 

normal polling cycle.   Policy Refresh works by sending a WakeUp to the computer that needs to 

be refreshed.  

The Policy Refresh  can be controlled to a speed that is suitable for your environment.  This is 

done using the 1E WakeUp  configuration options in the 1E WakeUp  administrator  console.  

Note: the Policy Refresh  functionality is only available on 1E WakeUp  installations 

running in Multi - Agent  mode.  This is because a 1E WakeUp  Agent  is required to do 

the work.    

For example, in a  minimal lab environment with one ConfigMgr  server,  1 client and a 5 minute 

polling interval , the lag time between wakeup and initiating an advertisement for a machine 

which is already on can be reduced from 7 minutes to 2; a saving of over 60%. For longer 

polling intervals the time saved is even more sign ificant.  
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Figure 9 shows a scenario where 1E WakeUp  is running in Multi -Agent  mode.   In this case a 

number of machines are being awoken.  The 1E WakeUp  Agent s subsequently tell the machines 

to refresh their machine policies.   These diagrams follow on from the scenario described in 

Figure 5 and Figure 8. 

Figure 9  -  1E WakeUp  prompts the awoken clients to do a Poli cy Refresh  

 

Once t he SMS/ConfigMgr Policy Refresh occurs an y pending notifications for advertisements are 
pushed through immediately, as shown in Figure 10 . 
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Figure 10  -  The Policy Refresh  accelerates the notification for pending advertisements  
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2.4 1E WakeUp Last Man Standing 
In either of the Agent modes 1E WakeUp  requires that at least one machine is on per subnet.  

For the Dedicated Agent mode you must ensure that the machine the Agent is run ning on is 

always left on.  In Multi -Agent mode you need to ensure that at least one of the machines in the 

subnet is left on.  To make this easier 1E WakeUp  provides Last Man Standing  functionality 

where the Main and Alternative 1E WakeUp  Agents communica te with each other to prevent 

both of them being off at the same time.  

If either of the Main or Alternative Agents gets turned off they signal the other Agent.  The other 

Agent then knows that it is potentially in a last man standing situation.  If an atte mpt is then 

made to shut down that Agent too, it sends a signal to its counterpart to wakeup.  This ensures 

that at least one of the Agents is on, thereby providing constant coverage.  

In the scenario illustrated below the Alternate Agent has already been s hutdown and an attempt 

is made to shut down the Main Agent, as shown in Figure 11 . 

Figure 11  -  An attempt is made to shutdown the last man standing  
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The Main Agent shutting down sends a ma gic packet wakeup to the Alternate Agent computer -  

it then de - registers itself from the 1E WakeUp Server before shutting down , as shown in Figure 

12 .  

Figure 12  -  The Main Agent shutting do wn  

 

The newly awakened 1E WakeUp Agent checks for the presence of another Main Agent on its 

subnet.  If it does not find any it registers itself as the new Main Agent with the 1E WakeUp 

Server , as shown in Figure 13 .  
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Figure 13  -  The newly awakened Agent becomes the Main Agent  

 

It is possible , though unlikely , that if cables are disconnected or magic packets are lost  both 

Agents are allowed to shutdown on the subnet.  In this case both will  de- register themselves 

from the 1E WakeUp Server.  The 1E WakeUp Server determines that it no longer has running 

agents for that particular subnet and sends a wake up to the last know n Main Agent, as shown 

in Figure 14 . 

Figure 14  -  Both agents shutdown, the 1E WakeUp Server wakes up the Main Agent  
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Once the previous Main Agent responds to the wakeup from the 1E WakeUp Server the subnet 

has a running agent again, as shown in Figure 15 . 

Figure 15  -  The newly awakened Main Agent  

 

NightWatchman and Last Man Standing 

To prevent interference with the Last Man Standing functionality NightWatchman modifies its 

own behaviour on 1E W akeUp Main Agent computers:  

¶ Requests to standby or hibernate are cancelled  

¶ Shutdowns are converted to re -boots  

¶ Following a maintenance  window the Main Agent will remain awake  

Intel® AMT support for Last Man Standing 

Computers that have Intel® AMT hardware and are configured to support remote wakeups 

circumvent the 1E WakeUp requirement that there is at least one 1E WakeUp Agent on the 

subnet running to handle wake up signals from the 1E WakeUp Server.  This is because 1E 

WakeUp is able to use the Intel® AMT  capabilities to wake the machine remotely without using 

magic packet broadcasts, which are liable to be disabled in secure networks.  

To use Intel® AMT for a subnet where such hardware exists instead of the Last Man Standing 

functionality described above y ou need to enable the Intel® AMT option during the 1E WakeUp 

Server installation and install the 1E WakeUp Agents on the subnet with the installer command -

line switch LASTMANENABLED=0 . 

2.5 How does 1E WakeUp work with NightWatchman and ConfigMgr? 
1E WakeUp is used with Configuration Manager to ensure that PCs are started up for a 

scheduled software distribution.  NightWatchman helps ensure that all the awoken PCs are shut 

down to ensure minimum power usage.  

Here we describe an example scenario that shows the in teraction between 1E WakeUp and 

NightWatchman.  The intention is to send an Advertisement to install new software during the 

night.  On the left -hand side are machines on a subnet with both 1E WakeUp and 

NightWatchman installed.  Two of the machines on the  subnet are off and two are on. The Main 
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1E WakeUp Agent wakes up the machines that are off by sending a Magic Packet on the subnet, 

as shown in  Figure 16 . 

Figure 16  -  1E WakeUp wakes machi nes in response to SMS/ConfigMgr Advertisement  
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The subnet and the newly awakened machines are now in a state ready to receive the 

SMS/ConfigMgr Advertisement, as shown in  Figure 17 .   

No te: if the Advertisement requires a reboot to process the installation this can be 

managed by NightWatchman to save any open documents.  

Figure 17  -  The SMS/ConfigMgr Advertisement proceeds  
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Once the Advertisement has been processe d and run NightWatchman shuts down just the 

machines that were awoken to process the Advert, as shown in  Figure 18 , to ensure that energy 

savings are maximised while still enabling the network to be easily patched,  upgraded or 

distributed to.  

Figure 18  -  NightWatchman shuts down the recently awoken machines  
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2.6 Capabilities of administrators 
We divide the roles of administrators into two  categories: SMS/ConfigMgr administrators and 1E 

WakeUp  administrators :  

The SMS/ConfigMgr administrator  

¶ Uses the 1E WakeUp  administrator console extension to wake up individual machines or 

collections .  As described in  Section 4.1  Explicit immediate  wakeup  

¶ Schedules a software update on individual machines or collections.  1E WakeUp  detects 

the action and wakes those machines at the correct time . As described in Section 4.3  

Wakeup prior to a dvertisements . 

The 1E WakeUp  administrator  

¶ Deploys 1E WakeUp  throughout the SMS/ConfigMgr hierarchy .  The process of 

deploying 1E WakeUp  is described in The 1E WakeU p Installation Guide . 

¶ Configure s 1E WakeUp  Server  using the configuration console .  The configuration of the 

1E WakeUp  Server  is described in Section 3.4  Configuring the 1E WakeUp  Server . 

¶ Configure s 1E WakeUp  Agent s at install time.  The installation of the Agent  services is 

described in The 1E WakeUp  Installation Guide .  

¶ Configure s Agent  services at runtime via the 1E WakeUp  configuration console.  The 

configuration of Agent  services at runtime is described under the heading The Agents 

screen  of Section 3.4  Configuring the 1E WakeUp  Server . 

¶ Monitors  SMS/ConfigMgr Computer Health  Collections and administers fixes.  

2.7 Security 
1E WakeUp  supports packet encryption.  Encrypting 1E WakeUp  communication s prevents 
packet sniffers from examining the contents of the packets sent between  the 1E WakeUp Server 
and Agent .  This closes a potential security flaw  where the packets could be examined to 

determine information about your network.  

Upgrading 1E WakeUp and selecting encryption 

Choosing full encryption when installing 1E WakeUp  will set the system to ignore  any  

unencrypted communications.  This will prevent the new installation from working in conjunction 

with an earlier version of 1E WakeUp  where encryption was not supported.  

Installing 1E WakeUp  using partial encryption enables the use of both encrypted and 

un encrypted packets.  

If you are upgrading 1E WakeUp  and you decide to utilise encryption, you will either need to roll 

out the change simultaneously to every machine where 1E WakeUp  was installed, or install the 

system using partial encryption  and upgrade al l the 1E WakeUp  installations incrementally.  

Note: all the 1E WakeUp Server s must be set to partial encryption for this to work 

correctly.  

Upgrading to use encryption can be done during installation using the interactive installer or by 

a command - line simi lar to the following:  

C> msiexec / i  WakeUpAgt.msi ENCRYPTIONLEVEL=<encryption level> /qn  

where <encryption level>  is either 0 for no encryption, 1 for partial encryption or 2 for full 

encryption.   See The 1E WakeUp  Installation Guide  for more details.  
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Section 3 Configuring 1E WakeUp 
This section describes two typical situations that 1E WakeUp  is used in and then s how s how the 

individual components of 1E WakeUp  are configured.  

1E WakeUp  has many uses in terms of the day - to -day configuration and management of 

SMS/Confi gMgr based networks.  Here w e describe two typical scenarios that 1E WakeUp  would 

be used for: an  out -of -hours software distribution and the starting of systems at a 

predetermined time.  

The following sub sections show the configuration of 1E WakeUp  to deal with the requirements of 

each scenario.  Typically 1E WakeUp  is configured once and subsequent usage is done without 

the need for further intervention ï thereby providing ñset and forgetò functionality.  

Note: the default configuration for 1E WakeUp  will b e valid for 90% of the scenarios 

encountered ï thereby providing ñinstall and forgetò functionality. 

3.1 Using 1E WakeUp for out-of-hours software distribution 
1E WakeUp  can be used to greatly increase the success rate of out -of -hours software 

distribution.   I t does this by making sure that systems are powered on when an advertisement 

becomes available.  As many users power down their systems in the evening before leaving, this 

is an essential action to ensure software install success.  1E WakeUp  can also be us ed to spread 

the load on the network by gradually waking batches of systems during the out -of -hours period.  

Scenario 

An Office 200 7 upgrade needs to go out to 1,000 systems overnight.  Because of the size of the 

install and disruption to business users, it  cannot be installed during the day.  

Configuring 1E WakeUp for optimum performance 

The SMS/ConfigMgr administrator determines  that 1,000 systems must be upgraded between 

the hours of 01:00 am  and 08:00am.  It is common that a round 20% (200) of users leave their 

systems switched on.   The rest are powered off but can be booted using Wake -On-LAN.  The 

Office software was sent to distribution points the previous evening so a mandatory assignment 

schedule is created for the Office 2000 advertisement starting at 01 :00  am . 

The SMS/ConfigMgr administrator also calculates that the 200 systems that are already on will 

receive the advertisement first.  The administrator sets the 1E WakeUp  hours of operation to 

between 01:00 and 07:00.  This allows 1 hour after the last  wakeup for the install to complete.  

Note: the advertisement must arrive within the hours of operation in order for 1E 

WakeUp  to process it.   If you have a critical patch that you want to deliver to all 

machines outside the hours of operation you should us e an explicit immediate 

wakeup.  This involves using the right - click context menu in SMS/ConfigMgr to invoke 

1E WakeUp  directly on a collection before sending the critical advertisement.  See 

section 4.1  Explicit immediate w akeup  for more details.  

The administrator must now calculate the number of wakeups and frequency of polling intervals 

to spread the load of the installations over the hours of operation -  01:00 to 07:00 .  To do this 

the administrator use s the following calculation:  

(Number of systems / Available Hours )  

/ Polling cycles per hour  

= Maximum required wakeups per polling cycle  

Assuming that the polling cycle is every 300 seconds (5 minutes) this works out a s follows.  

(800 / 6) / 12 = 11 .111111é 

So the administrator needs to set the Maximum Wakeups per polling interval  parameter in the 

1E WakeUp  console to 1 2 (rounding the value up)  to ensure all the machines are covered . 

At 01 :00 the advertisement becomes av ailable and the sys tems that were left switched on  

install the software  immediately .  At the same time 1E WakeUp  starts to wake  up systems at a 

rate of 1 2 every five minutes until 07:00.  The last systems to be awakened then have the 

remaining hour to comp lete the install ation , ensuring that all updates are complete d by 08:00.    
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In addition 1E WakeUp  can be configured to shut down systems that it has awoken so the out of 

office wakeups are accompanied by shutdowns after the critical updates have taken place , 

thereby minimising power consumption and cost.   

Conclusion 

Using 1E WakeUp  to stage the software installs over the entire out -of -hours period means 

minimum network load, minimum load on the SMS/ConfigMgr distribution points and ensures 

that all of the t argeted systems are available for the upgrade.  

3.2 Using 1E WakeUp to start systems at a set time 
1E WakeUp  allows an enterpriseôs systems to be powered off at night and ensures that they are 

up and running by the time the workers are due to arrive in the morn ing.  This saves time, 

energy and money.  

Scenario 

A large bank has 500 branches, each containing 10 systems which are SMS/ConfigMgr clients, 

and are Wake -On-LAN compliant.  It is company policy to power off these systems every 

evening in order to save powe r consumption.  

The brief therefore is to power on all of the bank 's workstations before the workers arrive at 

8:00am.  This will mean that they do  no t have to wait around for  system start -up and their 

workstations will be ready for action.  

Configuring 1E WakeUp for mass system start-up 

The SMS/ConfigMgr hierarchy at the bank consists of a central site, 5 child primary sites, each 

of which has 100 secondary sites reporting to it (1 per branch).  Because the forwarding of 

directed subnet broadcasts across the  bank routers is disabled, the 1E WakeUp  Server  is 

installed in multiple Agent  mode on the single server in each branch.  It is also installed in  

Stand -alone Server mode  on each of the 5 primary site systems.  

Because of this highly distributed environment , 1E WakeUp  is configured to wake as many 

systems as possible as quickly as possible with no restrictions.  Each primary site is responsible 

for 1,000 branch workstations, so at each primary site the Maximum Wakeups per polling 

interval  parameter is set to  1,000 and the polling interval is set to every 5 minutes.  This means 

that 1E WakeUp  can add all 1,000 systems to the wakeup list in one polling interval if required.  

1E WakeUp  is also configured to connect to a maximum of 50 Agent  systems concurrently, and 

can send 10 wakeups every 10 seconds to each Agent  system in the branches.  This is set using 

the Burst Delay  and Maximum Burst  parameters.  

Within the SMS/ConfigMgr central site the administrator has defined a collection named All 

Branch Workstations , containing all of the 5,000 systems.  In order to wake all 5,000 of these 

systems each morning at 7: 00 -  to make sure they are up and running by 8:00 , all the 

administrator has to do is to create an Advertisement which runs the following command on 

each wo rkstation:  

cmd.exe  /c  

This is in effect a dummy Advertisement, its only purpose being to invoke 1E WakeUp to wake 

the machines . 

Advertisement wakeups and auto shutdown 

Although you could wake all machines  using the WMI interface or  via the 1E WakeUp Send 

WakeUp...  menu options in the ConfigMgr Admin Console , t he Advertisement option is 

recommended because the machines will wake up at a time appropriate to their local time zone . 

Autoshutdown does not occur for manually requested wakeups.  Manual wakeup reque sts 

include: right -click option from the SMS/ConfigMgr console, via the WMI interface or on the 1E 

WakeUp command - line.  

So for the Advertisement wakeups you will also need to override the 1E WakeUp auto shutdown 

option and prevent shutdown by including the  text NoAutoShutdown  in the Advertisement name 

or Advertisement comment.   A suitable name  for the Advertisement would be:  

Wake all machines at 7 NoAutoShutdown  
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Sequence of events 

07:00 -  The advertisement becomes available and each primary site server enum erates the 

systems that are to receive the advertisement.  Because there are no restrictions to the 1E 

WakeUp  service, each site can add all 1,000 systems to the wakeup list for forwarding to the 1E 

WakeUp  Agent  systems.  

The 1E WakeUp  Server  connects to 50  1E WakeUp  Agent  systems and sends 10 wakeup 

requests to each one.  As Agent  connections are dropped, new ones are created until the second 

50 Agent  systems are processed.  The whole process takes less tha n 10 minutes.  

Conclusion 

1E WakeUp  is ideal for thi s type of 'housekeeping' task that improve s user productivity. Once 

configured correctly for the environment, no further intervention is required.  1E WakeUp  simply 

integrates with existing SMS/ConfigMgr working practices.  

3.3 Using 1E WakeUp in multi-tier SMS/ConfigMgr environments 
When creating Adverts in a multi - tier environment where you want to use 1E WakeUp to 

process the Adverts and send wakeups with policy refresh you must bear in mind the following 

factors:  

¶ How long will it take the Advert to be passed  down the SMS hierarchy to the desired 

sub -primary where the machines to be woken are located?  

¶ What is the desired intention for the Advert? To wake up machines at a specific time or 

run as soon as possible?  

1E WakeUp Advert processing 

¶ To achieve the desir ed behavior when processing Adverts with 1E WakeUp it is 

important to understand the following concepts/terms:  

¶ Advert polling is the process by which 1E WakeUp checks current advertisements in 

SMS/ConfigMgr and checks their schedules and mandatory assignme nts for due dates.  

¶ Advert processing is the act of investigating the Advert and queuing wakeups for the 

appropriate machines.  

¶ 1E WakeUp will process all Adverts that have been scheduled in the last poll interval. 

This is configurable (please refer to the a dmin guide).  

¶ When an Advert is polled, if the scheduled time is in the past and prior to the last poll 

time this advert will not be processed.  

Advert processing in a multi-tier environment 

In a multi - tier environment when an Advert is created it will take  a variable amount of time to 

ripple down the tiers. If by the time the Advert is polled at a lower tier the advertisementôs 

scheduled time has passed, 1E WakeUp will not action any wakeups for that advertisement.  

If you create a mandatory assignment with the current time (this also occurs when doing a ñre-

runò) this is not guaranteed to be processed at the lower tiers. 

What this means in practice is that if you want to use 1E WakeUp to wake up machines for an 

Advert you need to create the Advert in the rig ht way.  Depending on the purpose of the Advert 

you should create it in one of the following two ways:  

1.  If you create an Advert with an ñas soon as possibleò mandatory assignment this will be 

processed by 1E WakeUp the first time it detects the Advert durin g the next poll.  

2.  If you want a controlled syncronised update then create an Advert scheduled further in 

the future than the lag time it takes for an Advert to reach the bottom tiers of the 

hierarchy.  

Note: It is also possible to increase the poll interval on the 1E WakeUp Server  to 

handle this lag.  This does however have the negative affect of increasing the time it 

takes 1E WakeUp to detect and process all scheduled Adverts.  
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3.4 Configuring the 1E WakeUp Server 
In this section we show how the 1E WakeUp  Server  can be configured to support the specific 

SMS/ConfigMgr site configuration. This section guide s you through configuring and optimising 

1E WakeUp  on both the Server and remote listening systems in your hierarchy.  

When first installed, the service should be  configured according to your SMS/ConfigMgr 

hierarchy, the number of clients and the preferred hours of operation.  

All configuration of the service is performed from the 1E WakeUp  Console which  can be started 

from the Tools  node within the SMS/ConfigMgr Administrator Console or from the 1E WakeUp  

program group on the Start Menu.   If you start the console from the SMS/ConfigMgr 

Administrator Console you will not be shown the Connect to Server  dialog.  

Note:  The configuration of 1E WakeUp  should only be perfo rmed by experienced 

SMS/ConfigMgr Administrators, who have a thorough knowledge of the entire 

SMS/ConfigMgr hierarchy.  

Connecting to the 1E WakeUp Server 

The first step is to identify the 1E WakeUp  Server the console should connect to . 

Figure 19  -  Connecting to the SMS/ConfigMgr Server  

 

The parameters on the connection dialog are described in the following table:  

Table 1  -  Connect to Server items  

Item  Description  

Server  Enter the name for the 1E WakeUp Serv er or leave blank to 

connect to the local PC  

Windows authentication  This option uses the credentials for the currently logged on user 
to connect to the 1E WakeUp  Server.  

Specified account details  Select this option to enter a user name and password in th e fields 
provided.  

About 1E WakeUp  Console  Select this link to view the 1E WakeUp  Console version number 

and copyright notice.  
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Connecting to a remote 1E WakeUp Server 

To connect to a remote server using credentials different to the current user's you cli ck on the 

Specified account details  radio button and enter the details into the User name  and Password  

fields.  Figure 20  shows the connection to a server using its IP address and using a domain 

account suitable fo r that server.  

Figure 20  -  Connecting to a 1E WakeUp server remotely using specific account details  

 

About 1E WakeUp Console 

Selecting the About 1E WakeUp  Console  link displays the about  dialog.  The information 

presented here can  be useful when contacting the 1E technical support department.  

Figure 21  -  The About 1E WakeUp console dialog  
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The General Settings screen 

After connecting to a server, t he first screen  of the 1E WakeUp  Console shows the most 

com monly configured parameters for the 1E WakeUp Server .  In particular you can set the 

Multi -Agent mode capability, configure the general polling parameters and set the time zone 

support.  

Figure 22  -  The General  Settings  screen  

 

The  settings that can be made on this screen are described in the following table:  

Table 2  -  General Settings screen items  

Item  Description  

Enable Multi -Agent  Mode  This checkbox enables the 1E WakeUp  Multi -Agent  

mode.   By default 1E W akeUp  will install in Multi -

Agent  mode as this provides the most functionality.  

Note: the Enable Multi Agent Mode will prevent 

1E WakeUp  from working if your Agents are not 

installed in the corresponding mode.  

 

Note: if you change this parameter you will 

n eed to restart the 1E WakeUp Server . 

Polling Interval:  The time in seconds between database scans . This 

parameter is also used to define the period between 

wakeups. It defaults to 30 seconds.  

1E WakeUp  will look for new advertisements added 

since the last  database scan and will action them 

according to the other service settings.  

Maximum Wakeups per polling interval  Maximum number of magic packets to be sent per 

poll interval. This parameter defaults to 1000 
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wakeups per polling interval.  

This should be se t based on the maximum number of 

systems likely to require waking in one hour of 

advertisement processing. The figure also depends on 

the poll interval itself and should be set in order to 

make it possible to process all outstanding wakeup 

requests within one hour.  

Here are some example configuration scenarios for 

this setting.  

Number of 

systems  

Poll interval 

in seconds  

Maximum 

wakeups per 

poll  

1000  30 (120 per 

hour)  

8 (1000/120)  

5000  20 (180 per 

hour)  

28 (5000/180)  

10000  60 (60 per 

hour)  

166 (10000/60)  

 

Time Zone Support  Checkbox which, if checked, ensures that all wakeups 

occur in the correct time for the local client system.  

If disabled, all wakeups will occur in local time on the 

SMS/ConfigMgr server. This parameter defaults to 

unchecked.  

Note: if you change this parameter you will 

need to restart the 1E WakeUp Server . 

Send wakeups on Software Update s 

Assignments at deadline  

Checkbox which, if checked, sets the use of 1E 

WakeUp  for Software Updates  Assignments . 

Only the machines that are non -compli ant ( i.e need 

the patch) will be awoken.  

The wake ups will occur when the deployment 

deadline , when the Software Update s must be 

installed by , has been reached.  

For more details on configuring 1E WakeUp  to work 

with software updates see heading 4.4  -  Software 

Updates  Assignments , 1E WakeUp  and  ConfigMgr . 



Section 3  Configuring 1E WakeUp  

The 1E WakeUp Administrator's Guide  

29  

The Logging/Control screen 

You can select the different 1E WakeUp  configuration screens by clicking on its item in the  list 

on the left hand side of the console.  Logging and control settings are made on the 

Logging/Control  screen, as shown in Figure 23 . 

Figure 23  -  The Logging/Control screen  

 

The paramet ers on this screen are described in the following table:  

Table 3  -  Logging/Control screen items  

Item  Description  

Logfile Name:  Specifies the name of the log file.  This parameter default s to the value:  

%ALLUSERSPROFILE% \ Application Data \ 1E\ WakeUpSvr \  

WakeUp Svr .log  

Maximum Logfile 

Size:  

Determines the maximum size for the log file in bytes.  This parameter 

defaults to 524288  bytes . 

Once the file reaches th e specified  size, a copy will be made with a .lo_  

extension in the same director y as the original file. A new log file will 

then be created . 

Note: When debugging, it is recommended to increase the 

maximum logfile size to 512000.  
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Logging Levels:  These checkboxes determine the level of detail that is recorded to the 

1E WakeUp  log file.   

In normal circumstances the default settings should be enough; 

however more detailed logging can be enabled by checking more of the 

boxes. This should be used for diagnostic purposes only as there is 

some performance overhead when all  levels of logging a re enabled.  

Logging Level  Description  

Standard  All standard logging info, we recommend this 

level is always kept on . 

Comms  All communication between the 1E WakeUp  

Server  and 1E WakeUp  Agent s, this is very 

important when using Agent s. Mostly TCP - IP 

type i nformation.  

Advertisement List  Display the advert list in the log with each 

poll. This setting can be usefu l when 

debugging , but as the adverts are polled 

quite regularly, it will quickly fill up the logfi le 

and so should not be on by default.  

Registry C hanges  Log all changes to settings in the regist ry 

(displaying old and new value) . T his setting 

should stay on by default so that it is possible 

to see the changes made to any settings.  

Extra Information  Any extra debugging information, this should 

not be  on by default but is useful when trying 

to locate a problem.  
 

Event Log Levels:  These checkboxes determine the category of 1E WakeUp  logging 

information to be put into the Windows Event log by the 1E WakeUp 

Server .   

Note: t his only restricts the events  that are logged during the 

wake up process, events such as service start and stop events 

and major communications failures and exceptions will always 

be logged.  

The categories that can be selected are described in the following 

table:  

Category  Description  

Information  I nformation events, such as the status for 

wake ups for a particular advert ID . 

Warnings  Warning events, such as no agent could be 

found on a subnet expired wake ups deleted . 

Errors  Error events encountered during the wake up 

attempt , such as no agent was found for a 

subnet . 
 

Stop Server  This button stops the 1E WakeUp Server .  This button is only enabled 

when the service is running.  

Start Server  This button starts  the 1E WakeUp Server .  This button is only enabled 

when the service has be en stopped.  

Watch Log  This button starts SMS Trace to view the most recent entries in the 1E 

WakeUp  log file.  

Clear Log  This button clears the current contents of the log file.  
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The Advanced screen 

The Advanced screen controls wakeup parameters that woul d normally be left at their default 

values but may be configured to deal with specific timing or operational requirements.  

Figure 24  -  The Advanced screen  

 

The parameters on this screen are described in the following table:  

Table 4  -  Advanced screen items  

Item  Description  

Minimum 

advertisement 

reprocessing interval:  

The minimum time in seconds before the same advertisement will be 

reprocessed. This parameter defaults to 60 seconds.  

This timer is only releva nt if short poll intervals are required.  

Minimum Re -wakeup 

Interval:  

Minimum time in seconds between wakeups of the same machine. 

This parameter defaults to 20 0 seconds.  

For example, a system may be a member of two or more collections, 

and may have more t han one advertisement due. This parameter is 

designed to prevent a system from receiving multiple Magic Packets 

when it has already been awakened.  

Process Subcollections  Checkbox that determines whether sub collections should be included 

when processing a dvertisements. This parameter defaults to 

unchecked.  

Although this setting is available for an advertisement within SMS, 

systems within a sub collection may not always require processing by 

1E WakeUp . 
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Auto Throttle  Checkbox which, if checked, automaticall y increases the number of 

wakeups per polling cycle if the wakeup list grows to the point where 

all systems cannot be processed within one hour. This parameter 

defaults to checked.  

Check Wakeup in 

Name  

Determines whether wakeups are sent depending on spec ific strings 

that appear in the SMS/ConfigMgr Advertisement name.  

When unchecked w akeups are sent  for each Advertisement unless the 

text NoWakeUps  appears in the SMS/ConfigMgr Advertisement name.  

When checked w akeups are only sent when the text WakeUpsEn abled  

exists in the SMS/ConfigMgr Advertisement name.  

This parameter defaults to unchecked.  

Note: if the Check Wakeup in Name  option is checked then any 

Software Updates Assignment in ConfigMgr that you want to 

associate with 1E WakeUp  will have to have th e text 

WakeUpsEnabled  in the name or comment.  

Check Policy Refresh in 

Name  

Determines whether Policy Refresh es are sent depending on specific 

strings that appear in the SMS/ConfigMgr Advertisement name.  

When unchecked, Policy Refresh es are sent  for each Advertisement 

unless the text NoPolicyRefresh  appears in the SMS/ConfigMgr 

Advertisement name.  

When checked, Policy Refresh es are only sent when the text 

PolicyRefreshEnabled  exists in the SMS/ConfigMgr Advertisement 

name.  

This parameter defaults to unche cked.  

Allow NightWatchman 

auto shutdown after 

Wakeup  

Check this option to enable the interaction between 1E WakeUp  and 

NightWatchman.   This will control NightWatchman, if installed on the 

recently awoken PC, to shutdown if there are no more pending 

SMS/Co nfigMgr jobs.  

Autoshutdown does not occur for manually requested wakeups.  

Manual wakeup requests include: right -click option from the 

SMS/ConfigMgr console, via the WMI  interface or on the 1E WakeUp  

command - line.  

Note: you will need to turn on the pending  SMS/ConfigMgr 

functionality in NightWatchman by set ting  the  MONITORJOBS 

flag to ON (default value is ON)  PendingSMSJobWindowMins  

flag in NightWatchman should be non - zero  (default is 5 ) .  If 

this is not done the awoken PC will not have time to process 

any pending SMS/ConfigMgr jobs before being shut down  

again . 

You can override the general auto shutdown option and prevent 

shutdown on a per SMS/ConfigMgr Advertisement basis by including 

the text NoAutoShutdown  in the Advert isement  name or 

Advert isement  comme nt.   
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The Agent Finder screen 

The Agent Finder screen controls how 1E WakeUp  Agents are discovered when using Multi -Agent 

mode.   The 1E WakeUp  Agent s are found using ping packets.  Here you can set the number and 

frequency of pings sent.  You can also set  the timeout for receiving a response and how often 

the subnet is rescanned. This enables you to set a balance between successfully finding all the 

Agent s against the amount of network traffic generated.   

The options on this screen are only available when  the Enable Multi -Agent  checkbox is checked 

on the General  screen.  

Figure 25  -  The Agent Finder screen  

 

The parameters on this screen are  shown in the following table:  

Table 5  -  Agent Finder screen items  

It em  Description  

Max Pings Per Burst:  The number of ping packets to generate in a single burst.  This value 

defaults to 256 packets.  

Ping Burst Delay:  The delay in seconds between successive ping bursts.  This value 

defaults to 2 seconds.  

Ping Timeout:  The time in seconds to wait for a response from the 1E WakeUp  

Agent s.  This value defaults to 1 second.  

Subnet Rescan Delay:  The time in seconds to wait before rescanning the subnet to detect 

1E WakeUp  Agent s.  This value defaults to 300 seconds.  
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The Communications screen 

The Communications screen lets you define the parameters for communications between  the  1E 

WakeUp  Server  and its Agent s. 

Figure 26  -  The Communications screen  

 

The parameters available on this screen are described in the following table:  

Table 6  -  Communications screen items  

Item  Description  

Agent TCP Port:  The 1E WakeUp  Agent  listening port. This port is used for the 1E 

WakeUp Server  to talk to the Agent  services.  This must be the 

same for th e 1E WakeUp  Server  and all its Agent s.  This defaults to 

port 177 6.  

Note: If TCP is not supported in your environment, please 

contact support@1e.com  for further information.  

Server  TCP Port:  1E WakeUp  Server  listen ing port. This port is used to communicate 

with the 1E WakeUp  Server . This must be different to Agent TCP 

Port  and must be the same for the 1E WakeUp  Server  and all its 

Agents . This defaults to port 1777.  

Maximum Connections:  Specifies the maximum number of connections that the 1E WakeUp  

Server  will attempt to open at one time. This parameter is only 

relevant if TCP/IP Agent  communication is used. This defaults to 16 

connections.  

Note: there is an inbuilt maximum limit of 64.  

Maximum Burst Size:  This sp ecifies the maximum numbers of wakeup requests that will 

be forwarded to a n 1E WakeUp  Agent  system in a single hit . This 

defaults to a maximum of 100.  

mailto:support@1e.com
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Burst Delay:  This sets the number of seconds between each batch of wakeup 

requests being transmitted to an 1E WakeUp  Agent  system. This 

defaults to 5 seconds.  

Enable Agent Reporting:  Enables or disables 1E WakeUp  Agent  reporting of Advertisement 

status. By default reporting is on.  

Note: if this reporting is  disabled , 1E WakeUp  reports will 

be unavailable, e xcept for Computer Health . 

Encryption Level:  This set of radio buttons controls the level of encryption used in 

the communications between the 1E WakeUp  Server  and Agent s 

during operation.  Encryption prevents ñpacket sniffers ò from 

examining the contents  of the 1E WakeUp  packet and deducing 

information about your network.  

The following options are available:  

Option  Description  

Encryption disabled  All packets sent will be unencrypted.  

Note: in this mode you will need to 

ensure that all the 1E WakeUp  Agent s 

are also set to not use encryption.  

Encryption partial  This option enables either encrypted or 

unencrypted communication to be 

accepted.  This can be used as an interim 

mode when upgrading the 1E WakeUp  

Agent s to use encrypted communications 

while the Agent s are being rolled out 

across the network.  

Encryption full  This option  is the most secure.  It 

specifies that  all communications will be 

encrypted and any unencrypted packages 

found will be discarded .   

Note: in this mode you will need to 

ensure that all the 1E WakeUp  Agent s 

are also set to use encryption.  
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The WakeUp Packets screen 

The WakeUp Packets screen enables the configuration of the 1E WakeUp  Agent s available to this 

1E WakeUp  Server  (regardless of whether the system is in Multi -Agent  mode or  dedicated Agent  

mode).  When a wakeup request is sent the Agent  configuration parameters will also be 

broadcast to the Agent s ensuring that they function as specified by the 1E WakeUp  Server  and 

not according to the settings made during the Agent  installa tion.  

Figure 27  -  The WakeUp Packets screen  

 

The parameters available on this screen are described in the following table:  

Table 7  -  Wakeup Packets screen items  

Item  Description  

Magic Packet Sending Port:  This is the UDP port used to send wakeup  broadcasts.  

Magic Packet Delay:  Time delay in milliseconds between sending Magic 

Packets.  

Repeat Count:  Number of times to repeat sending Magic Packets. You 

should try different configurations for the Repeat Count  

and Repeat Delay  settings if you suspect that your 

network is prone to dropping datagram packets.  

The maximum repeat count allowed is 3.  

Repeat Delay:  Time delay in seconds  before resending a repeated 

Magic Packet. You should try different configurations  

for the Repeat Count  and Repeat Delay  settings if you 

suspect that your network is prone to dropping 

datagram packets.  
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Enable Wake -on-LAN (Magic) Packets  If selected specifies the use of a standard Wake -On-

LAN packet to power on a system from sleep state . This 

parameter defaults to being selected.  

You should test your systems to determine which 

packet type is needed.  

Enable Unsuspend Packets  If selected specifies the use of a directed packet, as 

required by some newer systems, to wake those 

systems from  standby or suspend state. This 

parameter defaults to being selected.  

You should test your systems to determine which 

packet type is needed.  

The Exclusions screen 

You can prevent wakeups from occurring during certain times of the day  by setting up 

exclusi ons on the Exclusions screen.   

Figure 28  -  The Exclusions screen  
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Table 8  -  Exclusions screen items  

Item  Description  

Enable Wake -Up 

Exclusions  

The exclusion grid control becomes active when you click the Enable 

Wake -Up Exclusions  checkbox.  

Exclusion Grid  1E WakeUp  exclusions are controlled by the exclusion grid which lets you 

set the hours of 1E WakeUp  operation for each day throughout a week.  

Prevent Wake Ups  When there is a selection in the exclusion g rid clicking this button 

prevents 1E WakeUp  operating during the selected hours.  The selected 

grid squares turn red.  

Allow Wake Ups  When there is a selection in the exclusion grid clicking this button enables 

1E WakeUp  operating during the selected hours .  The selected grid 

squares turn white.  

To illustrate the setting of exclusion hours here is a simple example that excludes wakeups 

during office hours.  First you select the Enable Wake -Up Exclusions  checkbox which enables the 

other controls on the scre en, as shown in Figure 29 . 

Figure 29  -  Enabling wakeup exclusions  

 

The hours in a day are shown across the top of the grid and the days of the week are shown 

down the left -hand side of the  grid.  Clicking on a square of the grid selects that particular hour 

in that particular day.  You can click and drag across multiple squares to make multiple 

selections.  

Clicking on the button at the top - left of the grid, next to the All Hours label, sele cts all the 

squares in the grid.  Clicking on a  button next to a day selects all the hours in the grid for that 

day.  Clicking on a button next to an hour selects that hour in the grid across all the days.   

Once the selection is made you click on either t he Prevent Wake Ups  or Allow Wake Ups  buttons 

to set the 1E WakeUp  behaviour for the selected hours.  
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The Prevent Wake Ups  button is only enabled when the selection contains white, allow wakeup , 

squares.  The Allow Wake Ups  button is only enabled when the s election contains red, prevent  

wakeup , squares.  

To exclude wakeups during office hours , you could first sel ect all the squares in the grid  by 

clicking on the top - left most button, as shown in Figure 30 . 

Figure 30  -  Selecting all the squares in the grid  

 

Then click on the Prevent Wake Ups button to stop 1E WakeUp  operation throughout the entire 

week, as shown in Figure 31 .  
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Figure 31  -  Preventing Wake Ups for the entire week  

 

You then select the button next to Sunday, to select all the hours in that day, as shown in 
Figure 32 . 
















































































































